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(3) Filter toolbar/id Ji& T HA%: FRALASTH 1T B T 7.

(4) Packet list [fIAR: SRonFT I SO AN EER G G 22 . oo i s B, £l
AR LA OB 2% 7R AR 53 AR PAN TR

(5) Packet detail [Hi#R: {/R7E Packet list [HIAR 3k 46 1A 10 B 22 PF1R

(6) Packet bytes [fi#: ‘E/~7E Packet list [HIARZE RS I EF B I EHE, LLAAE Packet details
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(7)) REFE: B TR IR DA A HE E0Hh 1 o0 22 A
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(1) File (3 S
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(2) Edit (4ifH) K
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R BTSRRI o
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(7) Statistics (Zif) SzH
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(8) Help (Filh) i

CLFEHE I P PRI, N SRR W), PSR, T 0000, e V)in L
web GUIT, LUK H D 1R HE -

4. HLHE

Filter toolbar H ] LIS H] T [ R A5 ¥ kAt it Sl s i i )«

eq== “5F: W ip.addr==10.1.10.20

ne = A%T: W ip.addr!=10.1.10.20

gt> KF: W frame.pkt len>10

lt< /hJ: Wl frame.pkt len<10

ge>= K%T: W frame.pkt len>=10

le<= /NET: W frame.pkt len<=10
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A m] DU T TR 32 4R AR R e 20 A R K

and && ##Hi5: W ip.addr=10.1.10.20&&tcp.flag. fin

or || @WHE: W ip.addr=10.1.10.20|lip.addr=10.1.10.21

xor M Sml: U1 tr.dst[0:3] == 0.6.29 xor tr.src[0:3] == not

UOZERAE: W e

fian: ARARPE 1Ptk 192.168.1.121 ) ENLIER A1 HTTP #)oc, WEIR
L PERIN (Filter) : ip.addr=192.168.1.121 and http.

= 5

% H] Wireshark HE47 25 0030 70 BT ) B 23 a0 200106 85 1 A 11 O 284 42 1SR TSR i 0 5
WAL ) 2% ) TE A B AL B AR A RE G BARE BB R IHAAE S5 SEELE YhR B R
Wireshark 1.12.4 7t Windows 7 LV RGAEE rh il R £ L i 12

(1) 38 Wireshark #44 .
SERGEERE 1-2-1 “F w7, K2 EFTIT Wireshark A LUE (1) X T

M The Wireshurk et Rratyer. WWreshark L1EA [VI1Z40: rom mamer 12

B Eft Yow G0 Cotre fralie Sotstes Tekshory look Jrtewss e
Cleama spxg a+s»a 72 EF 2en
Fihert =

- PSS T e ottt

+# User's Guide
B s s o
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Soachc rhoman i it on
Evama WIAN

KBl 1-2-1 F% A5

(2) MEliaran) “Start” $28, HEANE 1-2-2, Wireshark ST UATsRE R, bt
fr) “Stop” 4, Wireshark {5 1EHiIRE (L. 3 AR B CE R 2 s 4.

FI R P I RAT BRSO — AN B Wik RE No.9 B AL, B 2L S1ER
&P RoR IR, W 1-2-3 iR,

AT (B AL, Wireshark 234 W0 U SRR AN o DR & J2 PS8 5 25 78 76 i
JEPR, T AR AZR TARCE BI #e A 1 f vm J2 PR A
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1% AN UDP PRt SOk U B AR, 55+ Nl s DARSS &, TR 255 7 BUt Bl .

Ml testl.pcapng

Fle Edt View Go Capture Analyze Statistics Telephony Tools

oAl d BERE AT L

Internals Help

Qean #Emx B’

Filter: | | Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info

0.00000000 111.161.88.29 192.168. o1cq 817 o1cq Protocol

0.00029600 111.161. 88.29 192.168. oIcq 337 oIcq Protocol

0.00078600111.161.88.29 192.168. 01cq 793 o1cq Protocol

0.00092000192.168.1.121 111.161. oIcq 97 01CQ Protocol

0.00159400192.1658.1.121 111.161. 01cq 97 o1cqQ Protocol

0.00222400192.168.1.121 111.161. oIcq 97 01CQ Protocol

0.14900600 111.161. 88.29 192.168. 0Icq 841 0ICQ Protocol

0.15066400192.168.1.121 <161, oIcq 97 01CQ Protocol

0.92226500111.161. 88.29 .168. 0I1Cq 121 0ICQ Protocol

0.92258200111.161. 88.29 -168. o1cq 121 o1cq Protocol

1.22834200111.161.88.29 -168. 0I1Cq 121 0ICQ Protocol

1.845801000.0.0.0 Sl DHCP 342 DHCP Discover - Transaction ID Ox4aec6550
1.84902000192.168. DHCP 321 DHCP offer — Transaction ID Ox4aec6350
1.84908600 111.161 01cq 121 o1cq Protocol

2 450380 [FIN, ACK]

4.07171700 192.16: 01cq 89 0IcqQ Protocol

4.13836600111.161.88.29 .168.1.121 0ICq 73 0ICQ Protocol

4.39697300192.168.1.171 -161.R8.29 oTen A1 atco Protacal

= Erama 15+ 54 hwra< an wira (432 hir<) &4 bvras canturad (432 hite) an intarfaca 0
K122 kel it

& > 0222205000 1111618635 1521654 131 51EQ 171 GiEG Praaco T

Interface id: 0 (.Dew 880C
Encapsulation type: Ethernet (1)
Arrival Time: Jun 16, 2016 10:53:50.165692000
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1466045630.165692000 seconds
[Time delta from previous captured frame: 0.771601000 seconds]
[Time delta from previous displayed frame: 0.771601000 seconds]
[Time since reference or first frame: 0.922265000 seconds]
Frame Number :
Frame Length: 121 bytes (968 bits)
Capture Length: 121 bytes (968 bits)
[Frame is marked: Falsel
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:oicql
[coloring Rule Name: UDP]
| [Coloring Rule string: 3|
|2 Ethernet IT, src: ThomsonT_b3:dd:ca (00:24:1
@ Destination: HonHaiPr_11:45:8F (00:1f:3a:1:
® Source: ThomsonT_b3:dd:ca (00:24:17:b3:dd:ca)
| Type: IP (OX0800)
|= Internet Protocol Version 4, Src: 111.161.88.29 (111.161.88.29), Dst: 192.168.1.121 (192.168.1.121)
version: 4
Header Length: 20 bytes
@ Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: OX00: NOT-ECT (NOT ECN-Capable Transport))
Total Length: 107
Identification: 0x0000 (0)
@ Flags: Ox02 _(Don't Fragment)

3:dd:ca), DsSt: HonHaiPr_11:45:8F (00:1f:3a:11:45:8F)
18F)

Protocol: UDP (17}

@ Header checksum: Oxb9a2 [validation disabled]
61.88.29 (111.161.88.29)

: 192.168.1.121 (192.168.1.121)
[source GeoIP: unknown]

1
| user patagram Protocol, src Port: 8000 (S000), DST Port: 4012 (4012)

=
@ Checksum: Ox7150_ [validation disabled]
| Stream index: 0]
|2 oxcQ - 1M software, popular in china

Flag: oicq packet (0x02)

version: Ox361F

Command: Get status of friend (129)

Sequence: 30244

Data(oIcQ Number,if sender is client): 22018274
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£ 100" TN = LN < ok RN

TEIX— =, BAE AR i (frame).
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